WARNING SIGNALS OF SPOOF E-MAILS

Below are several indicators that reveal receipt of a spoof e-mail.
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pation i our survey 19.00 will be credited to your selected West Coast account, |
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"How are we doing?

In returm for your pras

By helping us bether understand how our customer's feal benefits everyone. With the information collected we can
decide o direct a numbar of changes on our anling sarvices hettar iImproving our serdcas for all our customears

‘West Coast Bank is committed 1o prosading the resources, sophisticated products and experise of large financial
institutions, along with the local dacision making power, market knowledge, and customer serice orientation of a

community bank,
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To proceed to our secure survey page please click the link below, Fraudulent URL
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can be forged to make you [
think the e-mail address is |
legitimate. )
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Spoof e-mails may entice '
the reciplent with a finangial
Incentive to respond to a

phishing e-mail. "
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The link may appear to b’p
genuine but will send you

to a bogus web site. To "
ensure the link is legitimate,
place your mouse on the
link and right click with "(ﬂlll‘
mouse and select "properties.”

Y- — A pop-up box-will-appear
and provide you with the
true destination of the link.
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